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ABSTRACT

With the rapid growth of images database and computer
networks broadcasting, the legal issues of multimedia copy-
right protection have become very important. In this paper, a
method for video object watermarking using GVF snhake and
HU moments is proposed, providing copyright protection of
the semantic content. To achieve this goal, the contour of the
objects of an image is initialised by the user and then using
a GVF snake the real position of the video objects contours
are retrieved. Next, an invariant watermark is designed us-
ing invariant Hu moments of each video objects. The pro-
posed algorithm is tested against various attacks such as
JPEG lossy compression, blurring, filtering and cropping.
Experimental results on real life images indicate the effi-
ciency and robustness of the proposed scheme.

1. INTRODUCTION

Nowadays, the increasing importance of digital media, how-
ever, brings also new challenges as it is now straightforward
to duplicate and even manipulate multimedia content. There
is a strong need for security services in order to keep the
distribution of digital multimedia work both profitable for
the document owner and reliable for the customer.
Watermarking technology plays an important role in secur-
ing as it places an invisible mark in the multimedia data
which is used to identify the legal owner. Many watermark-
ing schemes [1]- [5] have been proposed for ownership pro-
tection, providing significant resistance to image processing
attacks. The design of resistant to geometrical distortions
watermarking systems remains an open and challenging
problem, leading many researching activities to the proposal
of watermarking schemes resilient to geometric distortions
[2],[6], [7] of images or video sequences.

However most watermarking systems deal with multimedia
files as binary large objects, without taking into considera-
tion regions of semantic information. These regions may
need better protection or can be the only regions that need
protection, depending on the specific application.

Towards this direction, in this paper we propose a video ob-
ject watermarking method which is resilience to geometric
distortions. Having extracted the semantic video objects of an
image or video sequence, Hu moments of each video object
are estimated and an invariant function is incorporated for

watermarking. The automatic localization of objects of inter-
est in an image or video sequence is a challenging task. Ob-
jects of interest are presented in many techniques with active
contours [8]-[10]. Snakes, or active contours, are used exten-
sively in computer vision and image processing applications,
particularly to locate object boundaries. Problems associated
with initialization and poor convergence to concave bounda-
ries, however, have limited their utility. In the proposed
method, we use the GVF shake [10] in order to extract the
contour of the semantic video object. The GVF snake devel-
ops a new external force for active contours, the GVF force,
largely solving both problems.

Hu [11] derived from the regular moments, seven moment
invariants, which are rotation, scaling and translation invari-
ant. In [12] Hu’s moment invariant functions are used for
watermarking. The watermark is embedded by modifying
the moment values of the image. In their implementation,
they had to do an exhaustive search to determine the em-
bedding strength.

In this paper, we propose a method for video object water-
marking based on HU moments and applied to the video
object that the GVF snake has extracted. The embedding
proposed method is consisted of two sub-modules: the video
object detection sub-module and the watermark insertion
sub-module. The video object detection is based on GVF
snake taking as input a initial contour close to the object that
the user wants to watermark and extracts the real contour of
the video object. The watermark insertion sub-module com-
putes the Hu moments of the enclosed area of the contour
that the GVF snake has extracted. Then, modifies the Hu
moments of the video object using a predefined function,
which determines the moment invariant values in a prede-
termined space of values, the watermarked video object is
provided.

So, the embedding method provides the image with the wa-
termarked video object. As the moment invariants continue
to exist after geometric distortions of a video object, the
extraction method, initially, takes the contour of the seman-
tic object which can be considered as the candidate water-
marked area. Then the values of Hu moments of the candi-
date semantic video object are computed and a watermark
extraction module characterises the area as watermarked if it
is. Finally, in this paper the experimental results indicate the
efficiency and robustness of the proposed method.



2. ACTIVE CONTOURS AND GRADIENT
VECTOR FLOW

The automatic localization of objects of interest in an image
or video sequence is a challenging task. Objects of interest
are presented in many techniques with active contours [3]-
[5]. In the proposed method, we use the GVF snake [5] in
order to extract the objects of interest from a video sequence
(video object) and accelerate the proposed video object
tracking procedure.

The basic idea in active contour models is to evolve a curve,
subject to constraints from a given image, in order to detect
objects in it. Starting with this curve within the image do-
main and moving it under the influence of internal and ex-
ternal forces derived from image data, we can acquire the
boundaries of the objects of interest.

A new external force for active contours, called Gradient
Vector Flow, has been proposed in [5], trying to tackle prob-
lems that are associated, with initialization and poor conver-
gence, to boundary concavities. The GVF snake begins with
the calculation of a field of forces, called the GVF forces,
over the image domain. The GVF forces are used to drive
the snake, modelled as a physical object having a resistance
to both stretching and bending, toward the boundaries of the
object. The GVF forces are calculated by applying general-
ized diffusion equations to both components of the gradient
of an image edge map. Because the GVF forces are derived
from a diffusion operation, they tend to extend very far
away from the object so that snakes can find objects that are
quite far away from the snake's initial position. This same
diffusion creates forces which can pull active contours into
concave regions. Experimental result is depicted in Figure 1
where the contour of semantic object (Akiyo) is depicted
with red colour.

Figure 1. Semantic Object Extraction using GVF snake

3. WATERMARKING AND MOMENTS

Moments and functions of moments have been utilized as
pattern features in a number of applications [13]-[16]. These
features can provide global information about the image.
Geometric moments and the corresponding moment invari-
ants are reviewed in this section for completeness. Before
presenting moment invariants, one needs to give some intui-
tion on why they are invariant to general affine transform.

It is known that the effect of an affine transform on images is
to translate, scale, and rotate the image. Then, the required
invariants have to be invariant to translation, scaling, and
orientation. Geometric moments (regular moments) are non-
negative integers, which can be computed by:
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where m, is the (p+g)th order moment of any real continu-

q
ous image function f(x,y) having a bounded support and a
finite nonzero integral. In a digital implementation, these
integrals are approximated by summations over small, dis-

crete areas: My, = > X, Yqf(X,y).
Xy

Corresponding central moment ,ur(,‘;) of order (p+q) of the
image f(x,y) are defined analogously as
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where the coordinates X = —2 y=—2 denote the cen-
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troids of f(x,y). The central moments of the image are invari-
ant to translation as they are origin-independent.

Scaling invariance can be achieved by normalizing the mo-
ments of the scaled image by the scaled energy of the origi-
nal. For this propose, further normalization for the effects of
scaling can be computed by the definition of the formula:
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Mg =— where p» is the normalization factor
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Traditionally, moment invariants are computed based on
information provided by both the shape boundary and its
interior region [11]. Hu [11] first introduced the mathemati-
cal foundation for two-dimensional moment invariants in
1962, based on methods of algebraic invariants and demon-
strated their applications to shape recognition [11]. Using
nonlinear combinations of geometric moments, a set of in-
variant moments, which have the desirable properties of
being invariant under image translation, scaling, and rota-
tion, is provided by the Hu method.
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Hu defines seven of these shape descriptor values, computed
from central moments through order three, independent to
object translation, scale and orientation. Translation invari-
ance is achieved by computing moments that are normalised
with respect to the centre of gravity so that the centre of
mass of the distribution is at the origin (central moments).
Size invariant moments are derived from algebraic invari-
ants but these can be shown to be the result of simple size

normalization. From the second and third order values of the
normalized central moments, a set of seven invariant mo-



ments can be computed which are rotation independent.
From the normalized central moments, a set of seven values,
Hu moments, can be calculated by the following equations:

4. WATERMARK EMBEDDING METHOD

An overview of the proposed system’s watermark embedding
module is depicted in Figure 2. The embedding proposed
method is consisted of two sub-modules: the video object
detection sub-module and the watermark insertion sub-
module.

Initially, the semantic video object O is extracted by GVF
snakes detection modules. The watermark insertion sub mo-
dule applies a mapping function /7 to the extracted seman-
tic video object O, adding noise and producing a modified
semantic video object, which is called 77(QO). In our case

study 77(0) =1log(O).
Now let us

T
®:[¢1,¢2,¢3,¢4,¢5,¢6,¢7] is the invariant Hu mo-
ments of the original semantic video object O. Let also

consider that

T
D = [¢1 ,¢2,¢3.¢4,¢5,¢6,¢7] be the invariant Hu mo-
ments of the watermarked semantic video object 0.
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Figure 2. Block diagram of embedding proposed method

We can choose a function f , which can be any linear or non-
linear combination of the invariant moments. In our case
study, the function f is expressed as a sum value of the
weighted average differences between Hu moments of the
original semantic video object, ¢, and the watermarked se-

mantic video object, ¢ :

R
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where weights w; take the values
w, =1.5,w, =1.25,w, =1, w,, w, = 0.75, w; = 0.50

andW, = 0.50. These values have been set after several

experimental tests, since the first and second Hu moments
are the most robust compared to the other moments [11], so
the values of the weighted factors w,, w,, are higher than the

other weighted factors. The output of function f is called
factor N (Figure 2).

The watermarked semantic video object 6 can be computed
by adding a perturbation AO to the original semantic video

object O: O =0+A0.The perturbation AO is produced
by the following multiplication: AO = -T1(0O). The

weighted factor B s controlled by feedback in order to en-
sure that f (", D) =~ 20% .

5. WATERMARK EXTRACTION METHOD

The block diagram of the watermark extraction method is
depicted in Figure 3. . The proposed extraction method is
consisted of two sub-modules: the detection of the candidate
video object sub-module and the watermark extraction sub-
module.

Initially, a candidate image or video sequence (that may
contain watermarked video objects) is received as an input
to the extracted method. We assume that the candidate im-
age contains a watermarked video object that has been geo-
metric attacked. The moment invariants continue to exist
after geometric distortions of a video object.

The detection sub-module of the extraction method takes as
input the candidate image or video sequence and the user of
the proposed system draws the initial contours of the video
objects in which he/she characterises as candidate object.
These initial contours are the inputs to the GVF snake which
finally extracts video object of the candidate image or video
sequence which can be considered as the candidate water-
marked area.

In order to make it clear, let us assume that a malicious user
has cropped the watermarked semantic video object (Akiyo)
and has placed it in a different content. Let us assume that
this image is the candidate image for the extraction method,
as is depicted in Figure 3. The user of the proposed system
draws a general contour around to Akiyo’s video object and
the GVF snake extracts exactly the Akiyo’s video object.
Having received the video object that the detection sub-
module has extracted as possible watermarked video object,
the watermark extraction sub-module of the detection mod-
ule estimates the Hu moments of this object.

In parallel, the watermark extraction sub-module of the de-
tection procedure receives in its input, the seven values of the
Hu moments of the respective watermarked semantic video
object. Now, the value of factor N can be found, counting the
mean value of weighted average differences between Hu

moments of the watermarked semantic video object, ¢~ , and
of the candidate region, ¢ .

Authentication of the received semantic video object can
be achieved by checking the validity of the equation N <&
where ¢ is the margin of acceptable error between the two
video objects.



Then, the detection procedure returns either 1, meaning
that the candidate video object is the watermarked video ob-
ject which has passed the proposed watermarking embedding
procedure, or 0, meaning that the candidate video object is
not watermarked.
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Figure 3. Block Diagram of the Watermark Detection Method

6. EXPERIMENTAL RESULTS

The GVF snake can sufficiently extract the semantic video
object of an image which has passed the proposed water-
marking embedding procedure and has received attacks i.e.
Gaussian noise, jpeg compression, by adjusting threshold T
to 40%.

Table | contains the absolute log values of the invariant Hu
moments for semantic video object (Akiyo) for the original
object and after several different attacks. Examination of
Table | reveals the robustness of the invariants. It is notice-
able that the variations between the same invariants of the
watermarked semantic video object and the watermarked
semantic video object under different attacks are insignifi-
cant.

In order authenticate a watermarked semantic video object
that an image may include, we measure the value of the func-
tion f which is computed as the mean value of weighted av-
erage differences between Hu moments of the watermarked
semantic video object and the watermarked semantic video
object under different attacks. So, we assume that the water-
marked semantic video object detection is achieved for
£<0.01.

Table 11 depicts the robustness of the proposed technique
under different attacks as well as noise addition, and image
distortions. The proposed watermarking scheme serves as a
1-bit watermarking system as it answers the yes/no question
of authenticity. It is obvious that the watermarked video ob-

ject can be detected after most attacks. Also in this case
threshold ¢ is set equal to 0.01. This means that the attacked
video object can be different from the watermarked object
only by 1%. Robustness of the proposed scheme to geomet-
ric manipulations is guaranteed. This is due to the fact the
used moments are designed to be invariant to geometric at-
tacks.

TABLE I. HU MOMENTS INVARIANCE FOR AKIYO IMAGE

Hu Moments Invariance
il ) #3 2 #5 % 7
Original | ¢ e | 1754 | 2036 | 2405 | 4658 | 3290 | 46.64
Image
Watermark
mage | 68L | 1794 | 2088 | 2457 | 4750 | 3377 | 47.70
Gaussian | oo | 1g16 | 2100 | 2414 | 4692 | 3343 | 47.23
Filtering
Median | 20 | 1791 | 2088 | 2450 | 4763 | 3378 | 4773
Filtering
JPEG
Ousoy | 082 | 1794 | 2088 | 2457 | 4758 | 3377 | 4769
JPEG
Osio | 680 | 1796 | 2087 | 2455 | 4754 | 3375 | 4769
ROtgf,'O” 6.80 | 1820 | 2095 | 2434 | 4713 | 3359 | 47.69
Rofito'on 678 | 17.04 | 20.88 | 2457 | 4759 | 3377 | 4770
Scaling | g7g | 1795 | 2089 | 2458 | 4760 | 3378 | 4771
50%
Scaling
iooe | 676 | 1790 | 2088 | 2459 | 4762 | 3377 | 4172
Cropping | g4 | 1695 | 2386 | 2295 | 4662 | 3180 | 47.03
10%
Flipping | 678 | 17.94 | 2088 | 2457 | 4759 | 3377 | 4781
False 135 | 691 | 427 | 794 | 1428 | 1180 | 1453
Alarm

It can be noticed in Table Il that if the watermarked video
object is cropped, the detector cannot easily authenticate the
content. The only difference between the original and the
watermarked video objects is in their contrast, which is ex-
pected since moments and image histograms are tightly re-
lated. This is the price paid for achieving such robust water-
marking. It should be emphasized that the decoder does not
need to receive the original video object for detecting the
watermark. The decoder only needs to receive the values of
the moments of the watermarked video object. This is con-
sidered also as an advantage of the proposed system, while
both the encoder and decoder have low complexity. Finally it
should be noted that during detection just the error and the
margin of error are computed.

7. CONCLUSIONS

In order to provide a copyright protection we propose a
semiautomatic method for video object watermarking using
GVF snake and HU moments. For this propose, a global
contour of the objects of an image is initialised by the user
and then using a GVF snake the real position of the video
objects contours are retrieved. Next, an invariant watermark
is designed using invariant Hu moments of each extracted
video objects. As the moment invariants continue to exist
after geometric distortions of a video object, the extraction




method, initially, takes the contour of the semantic object
which can be considered as the candidate watermarked area.
Then the values of Hu moments of the candidate semantic
video object are computed and using the proposed water-
mark extraction method the extracted video object is charac-
terized as watermarked or not. Experimental results indicate
the robustness of the proposed method.

TABLE II. RESULTS OF DETECTING THE WATERMARKED
AKIYO VIDEO OBJECT AFTER SEVERAL ATTACKS

T R S oo
Gaussian Filtering 0.004023 Pass
Median Filtering 0.004023 Pass
JPEG Q=50% 0.001229 Pass
JPEG Q=10% 0.004691 Pass
Rotation 5° 0.044546 Pass
Rotation -1° 0.000012 Pass
Scaling 50% 0.002085 Pass
Scaling 110% 0.003790 Pass
Cropping 10% 0.40962 Fail
Flipping 0.002162 Pass
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